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EN-36: Vykon HVAC Supervisor 

�  A ‘Supervisor’ is usually installed into a PC platform and provides the following three major supervisory 
functions for an installation: 
�  A web server which is available as a single IP address and with a ‘single sign-on’ 

username/password through which users can access one or more individual JACE® controllers 
situated at various locations on the site.  This avoids individual users needing to know the IP 
address of each JACE®, the installation is viewed as a cohesive ‘whole’ and user management can 
be organised from one location for the whole site. 

�  A centralised means of collecting, archiving and viewing the logged data histories from each JACE®  
controller 

�  A centralised means of collecting, archiving and viewing the alarms from each JACE® controller 
 
�  The ‘Vykon HVAC Supervisor’ provides all of the above functions and it is also very straightforward to 

build.  Using a worked example, this engineering note describes the steps needed to create a Vykon 
HVAC supervisor station running in a PC platform.  The example is of a site with a single Vykon HVAC 
JACE® station which has a ‘Boiler’ application running in it.  Clearly the steps described can be 
repeated for multiple JACE®’ s as necessary. The example system is illustrated in Figure 1: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
�  A ‘blank’ Vykon HVAC station, without any I/O modules or HVAC applications is created as a 

‘Supervisor’.  Although it contains no I/O or applications, it does contain the same Vykon HVAC station 
infrastructure as the Vykon HVAC stations running in the JACE® platform.  It is this ‘standard’ Vykon 
HVAC infrastructure such as Alarms, Histories, Users and Navigation which is used and modified to 
create the supervisor. 

 
�  This supervisor solution takes advantage of FOX and HTTP tunneling which is a ‘post-NiagaraAX 3.3 

function whereby a client can establish a workbench or browser connection to one or more JACE®  
hosts using a “tunnel” connection that is established using a supervisor proxy station.  The 
fundamental principles of this are illustrated in Figure 2.  Further detail may be found in the NiagaraAX 
engineering note document ref ‘docEN_tunneling.pdf’ 
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Figure 1 A worked example 

�  Single sign-on 
�  Logging and alarming archive 
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Start  the new station in the Supervisor Platform 

Note:  The supervisor platform requires a 
Vykon HVAC Supervisor License  

 

Create a New HVAC station but do not  
configure any I/O modules nor  any applications 

So, let’s get started…  

 

  

Figure 2 Principles of FOX and HTTP Tunnelling 
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�  Client requests tunnel 
connection using “Fox” or 
“HTTP” tunnel syntax 

�  Proxy server maintains 
accessible IP address 

�  Proxy server “tunnels” 
(routes) messages to and 
from target Host 

�  Host server (target Host) 
sends messages and 
graphics to the client via 
the tunnel Proxy server 

�  HTTP tunnelling provides the ability to establish a workbench connection in the browser using only HTTP 
communications.  However, using only HTTP tunneling restricts to the HX workbench interface.  By enabling 
both FOX and HTTP tunneling, we can use both tunneling protocols for the richer PX media interface that is 
utilised by Vykon HVAC and which is provided by the workbench applet in the browser. 

FOX 

FOX 

FOX 
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Enable  Tunneling at the Supervisor WebService Properties 

 

Enable  Tunneling at the Supervisor NiagaraNetwork Properties 

 

Add  a New User to the Supervisor User service 

Configure  a password (M2M) for the New User 

Ensure  this user 
has Super User 
permissions 
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Copy the New user 
to the User service 
of the Jace station 

Copy the New user 
to the User service 
of the Jace station 

 
Discover and Add the Jace station to the 
Supervisor station NiagaraNetwork driver database 

 

Configure the Username and Password to 
correspond with the New User that you added 
earlier 
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Repeat the process down in the Jace to configure 
the Supervisor device 
Repeat the process down in the Jace to configure 
the Supervisor device 
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And now…the key to success…  

Notes: You have now reached the most important part of this solution – The Navigation file and there are a few important 
things to note before proceeding any further: 
�  All navigation is derived from the .nav files in the supervisor.  The .nav files in the target host Jace’s are not used at 

all 
�  The .nav files in the supervisor must be manually modified to contain navigation to only and all the views required in 

all the Jace’s 
�  Don’t forget that out-of-the-box there are three .nav files used by the preconfigured users: expert, user and 

systemAdmin.  You must ensure all navigation for all supported users is completed 
�  You may wish to delete some of the prebuilt navigations in the .nav because they will offer navigation to places that 

you do not want users to access.  An example of this is the ‘General’ applications in the supervisor.  It is likely that 
the Time schedules and Holiday schedules are contained in the Jace stations and you will need to remove access to 
the supervisor general area 

�  In the following pages I am describing a generic solution and trying not to confuse it with too many examples.  The 
syntax of the navigation IP target ord link including tunnel and proxy server addresses is consistent for all.  More 
views and more Jace’s is just more of the same 

�  The resulting browser page that is returned to the user from the supervisor is quite complex in that it is made up of 
two distinct parts from two different places.  The Navigation pane on the left hand side and the bulk of the frame, 
status bar and top logo bar must and is always provided by the supervisor.  It is only through this method that 
universal navigation to the whole site can be maintained.  However the view that is displayed in the centre to right of 
the screen is the view from the application running in the Jace 

�  If you make you own views within the Jace’s you will of course need to create target ord navigations to those as well 
�  To improve productivity in making the changes to the .nav don’t forget that you can copy the ‘target ord’ link that 

exists in the Jace .nav file and paste it into the supervisor .nav file along with the additional syntax 
 

But first: Before proceeding with the next set of changes it is important that you disable the ‘autoNavTreeSync of 
the Supervisor station.  It is quite normal with every Vykon HVAC station that by default, every time it starts in the 
PC platform (only) it automatically rebuilds the .nav files to be always up-to-date with the station views.  This is not a 
good idea within the supervisor because after you have manually edited it, you will find that the next time it starts - it 
will be overwritten!  �  
 

Change the Enable autoNavTreeSync property 
in the hvacProfileService to ‘false’ 
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Edit the expert.nav  file in the Supervisor to 
Add  a new Node under the HVAC Node… 

Tip: You may find it easier to copy an existing node and edit the Display name  

 

Notes:  
�  You now need to modify the Navigation file(s) in the Supervisor 

station so that they will navigate the logged on supervisor user(s) 
to the correct graphic in the Jace station via the tunnel 

�  You need to do this for each navigation file because different 
users will use different .nav files 

�  Make changes to the nav files in the Supervisor station only.  The 
.nav files in the target host (Jace) remain unchanged 

�  There is a straightforward syntax for changes to the Target Ord in 
the nav file and an example is illustrated here  

More notes:  
�  You now need to modify the Navigation file(s) in the Supervisor 

station so that they will navigate the logged on supervisor user(s) 
client to the correct graphic in the Jace station via the tunnel 

�  You need to do this for each navigation file because different 
users will use different .nav files 

�  Make changes to the nav files in the Supervisor station only.  The 
.nav files in the target host (Jace) remain unchanged 

�  There is a straightforward syntax for changes to the Target Ord  in 
the nav file and an example is illustrated here  
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Tip: If you open the nav file in the Target Host , you can copy (CTRL C) the Target 
Ord and paste (CTRL V) it into the nav file at the supervisor 
Tip: If you open the nav file in the Target Host , you can copy (CTRL C) the Target Ord 
and paste (CTRL V) it into the nav file at the supervisor 

Tip: At this stage you should be able to test out your system 
especially the tunnel and confirm that everything is OK so far 

 

Tip: You may find it easier (when you get used to it!) to edit the .nav file using the ‘Text 
File Editor’ rather than the default ‘Nav File Editor’.  The ‘Target Ord’ field editor entry 
box in the Nav Fle Editor has a finite maximum length of data string allowed and you 
may find that sometimes you need to edit using the Text File Editor to get the longer 
Target Ords inserted 

 

Tip: However – be careful because if you do make 
any error in the syntax of the file then when you try 
to view it with the Nav File Editor you will get this 
and you must return to the Text File Editor to correct 
your mistake 
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Browse to the Supervisor station and Login 

 
 

Tip You can check that the tunnel is working as this should show the Proxy 
server address, Host address and the Graphic View 

Note: This graphic view has come from the ‘Target Host’ JACE® station 

Note: This Navigation tree has come from 
the ‘Proxy server’ supervisor station (nav file) 
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Tip: To test it, you can collect the 
histories now by using the Execute  
action 

Tip: You should be able to test out the access to your histories 

 
 

 
 

Discover and Add all the 
Histories from the Jace station 
to the Supervisor station 
NiagaraNetwork driver 
database 
 

Discover and Add all the 
Histories from the Jace station 
to the Supervisor station 
NiagaraNetwork driver 
database 
 

Note You can change the 
Collection time and archiving 
capacity and policy details here 

Note: You can change the history 
collection time and archiving capacity 
and policy details here 

Now let’s do the Histories…  
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Tip: This should be a URL to the Supervisor 

Note: These logs from the target Host (Jace) are now archived in the 
supervisor 

Note: This Navigation tree has 
come from the ‘Proxy server’ 
supervisor station (nav file) 

 

Now let’s do the Alarms…  

Add a StationReceipient into the AlarmService 
of the target Host (Jace) station 
Add a StationReceipient into the AlarmService 
of the target Host (Jace) station 
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Link all the Alarm Classes to the StationRecipient  

Configure the StationRecipient  - Remote Station 
as the Supervisor  

 

Configure the Alarms Device Extension - Alarm Class  and 
Source Name  to ‘Use Existing’ 

Note: ‘Use existing’ means that the name of the alarm class in the Jace is used in the supervisor.  
Therefore because the supervisor has the same alarming infrastructure as the Jace, they are compatible 
and the data arrives at the supervisor and is stored and accessed in the same way as if it were in a Jace.  

Tip: You should be able to test out the alarms 
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Tip: This should be a URL to the Supervisor 

Note: This alarm has been sent by the target Host (Jace) 
and is now accessed and archived in the supervisor 

Note: This Navigation tree and 
the alarm alert icon has come 
from the ‘Proxy server’ 
supervisor station (nav file) 

Generate a test alarm in the Jace… 

 

Now let’s do the Manual and Override overview…  

Note: These two indicators mean that the equipment has 
been overridden by ‘Manual on/off/auto’ via the browser and 
the override hand/off/auto switches on the I/O module… 

I/O module Override 
hand/off/auto 

Software Manual 
on/off/auto 

Note: …And this indicator in the 
status bar is a general warning that 
one or more pieces of equipment is 
in a Manual or Override state 

Note:  We need this to work 
from the supervisor… 
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Add a Numeric Writable , give it an appropriate 
name and link it to the ‘Greater than ’ object’ 

In the JACE, view the Wire sheet  of 
the hvacWebProfileProperties  

 
 

In the JACE, view the Slot sheet  of 
the hvacWebProfileProperties  Unhide the 

‘ComponentsInManualOrBypassMode’ object 

 Discover and Add the new point to the Supervisor 
station NiagaraNetwork driver Points database 
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In the Supervisor, view the Slot sheet  
of the hvacWebProfileProperties  

Unhide the ‘manualPlusBypass’ object 

 

Add a Sum and link it to the ‘In2 of 
the ‘manualPlusBypass ’ object’ 

In the Supervisor, view the Wire sheet  
of the hvacWebProfileProperties  

Delete the Link  on the ‘In2 of the 
‘manualPlusBypass ’ object’ 

 

In the Supervisor, Link the proxy point 
from the JACE to the new SUM point 

Tip: If you link more JACE’s to the 
supervisor, then their appropriate 
proxy points are linked to the In2, 
In3 etc. of the SUM point 
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Tip: Now would be a good 
time to test that it works… 

! 

! 

! 

 

And finally we need to navigate to the individual JACE’s from the status bar icon 

Add a new View in your supervisor station and on it put 
some navigational hyperlinks to each JACE via the tunnel. 
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Tip: You can obtain the difficult part of the Hyperlink for your graphic button hyperlink, by copying this link from the Supervisor 
hvacProfileService  property view.  You just need to add the ‘tunnel’ part to the front of it.  For example:  
http://192.168.2.1/tunnel/192.168.2.123/ord?station:|slot:/Services/hvacObjectsService|view:hvacUI:HandInterventieOverzicht 

 

 
 

Edit the Hyperlink in the 
Supervisor hvacProfileService  
property view so that clicking on 
the status bar icon will take the 
user to your new graphic 

! 

Edit the Hyperlink in the 
Supervisor hvacProfileService  
property view so that clicking on 
the status bar icon will take the 
user to your new graphic 
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Now let’s try and make User Management better…  

Notes: User Management : 
�  As it currently operates you must ensure that each user is known to both the supervisor station (because that is the 

proxy server where the user logs in to) and the target host (the JACE because the user attributes are checked for 
application access). If either of these are not correct then the user will need to login twice or fail altogether.  Therefore 
you would need to copy each user from the supervisor to the JACE and repeat this process every time there is a 
change to any user, such as name and password, new user delete user etc 

�  The alternative is to use some AX functions called ‘Sync In/Out’, ‘Network user’ and ‘User Prototypes’  that are 
described here.  If you do not intend to add, delete or change user attributes then there is no need to do this, but it 
will automate the user management process if you do 

 
 

Copy all the users in the 
supervisor User Service into 
the User Prototypes folder in 
the same service. 

Copy all the users in the 
supervisor  User Service into 
the User Prototypes  folder in 
the same service. 

 

Repeat the same Copy all the 
users in the supervisor  User 
Service into the User 
Prototypes  folder in the User 
Service of the JACE  

Notes: User Prototypes : 
�  User prototypes are a type of ‘grouping’ facility but they 

also ensure that when a user is synchronised across 
the network, the destination facility (or the JACE in our 
case) has detailed knowledge of all the attributes such 
as permissions, navigation or profile.  Failure to 
allocate an appropriate template will mean that access 
is denied to the user at the destination 
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Edit the Prototype Name of the 
expert user to be ‘expert ’ and 
enable the ‘Network User ’ property 
in the User Service of the supervisor  

 

 

Repeat the process for each user at 
the supervisor  ensuring the correct 
prototype is configured for each user 
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Edit the Users  property sheet view in the 
NiagaraNetwork of the Supervisor  to allow 
outgoing synchronisation (Sync Out ) of the users 

Repeat the process at the Users  property sheet 
view in the NiagaraNetwork of the JACE to allow 
incoming synchronisation (Sync In ) of the users 

Tip: You should be able to test that it works now 
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Copy a user (in this case I 
will copy expert) then paste  
and rename  to create a new 
user (john) 

 

And… Hey presto !  – If you look into 
the JACE Users you will find the new 
user automatically added (you may 
need to wait 30 secs for it to happen) 

Notes: The end : 
That concludes the supervisor creation.  There are a few PC recommendations and diagnostic ideas on the following 
pages.  In summary, the following steps are needed: 

1. Create a Supervisor station  with no I/O or applications (definitely a must) 
2. Enable Tunnelling  in the supervisor (definitely a must)  
3. Establish a Niagara driver Station-to-Station  link between supervisor and JACE(s) (definitely a must) 
4. Modify the Navigation  file(s) at the supervisor (definitely a must) 
5. Enable the History  storage and access (probably a must) 
6. Enable the Alarm  annunciation, storage and access (probably a must) 
7. Set up the Manual and Override  overview (a nice to have) 
8. Set up the User Management (probably a must) 
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Supervisor platform PC requirements 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

PC requirements : 
Here is some advice for the platform requirement for the Vykon HVAC supervisor: 
�  Processor:  (32 bit): Dual Core 1.8 GHz or higher 
�  Operating System:  Microsoft Windows XP Professional (No ‘Home’ editions) 
�  Browser:  Mozilla Firefox or Internet Explorer 
�  Memory:  4 GB or more 
�  Hard Drive:  80 GB or more 
�  CD Rom drive:  Yes 
�  Keyboard and Mouse:  Yes 
�  Display:  Video card and monitor capable of displaying 1440 x 900 pixel or more 
�  Monitor:  17” or larger 
�  Network Support:  2 ports : Ethernet adapter (10/100/1000 Mbps) 
�  RS232 port : Optional serial for SMS or Skype service 

 
 

It is a good idea  to ensure that the 
supervisor is always connected to the 
site JACE’s that you uncheck this 
Power Management option of the 
Network controller 
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Some diagnostics 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Tip: The Java Console which can be triggered to show 
the operation of the wb applets will give a good guide as 
to what may be going wrong 

 
 

Oops!  

 
 

Tip: And don’t forget the Output 
trace in Workbench 

 
 

Tip: When you are editing the nav file make 
sure that you retain the HVAC node entry.  
This is needed by the system to 
automatically add the HVAC icon (the 
thermometer icon) to the navigation 

Tip: When you are editing the nav file make 
sure that you retain the HVAC node entry.  
This is needed by the system to 
automatically add the HVAC icon (the 
thermometer icon) to the navigation 
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Tip: Maintaining the navigation within the supervisor whilst navigating to target hosts relies on the fact that the 
browser is lazy and if it finds that it already has a copy of an applet it will not get another one from the target host.  A 
likely cause of problems here is mixing versions of AX software.  It is imperative that the supervisor and all the Jace’s 
have exactly the same module versions otherwise the browser will notice the difference, reload from the Jace and you 
will lose navigation to the remaining site 

Tip: Here you see the comparison being made and because the modules are the 
same and it has a previously loaded copy, it uses that and doesn’t re-invoke a 
new full view from the Jace  

Tip: This is the call to navigate down to the Jace via the tunnel  

 
 

Tip: It is also known that corruption within the wbapplets can cause some strange effects.  
If in doubt then Delete the complete c:/Documents and Settings/User/niagara folder and 
files and get the browser to reload them again 

OK? 

 

 
 

Tip: Beware the firewall ! This can prevent interstation 
communications and prevent the FOX and HTTP tunnel 
from functioning 


